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Short Description:
This program discusses relevant aspects of cybersecurity law and aims

to provide students with in-depth legal knowledge and skills in the field
of cybersecurity. This diploma program also demonstrates the benefits
and challenges that aspects of information and communication
technology (ICT) bring to society and introduces students to the
importance of law regulating challenges arising from modern ICT
technologies and applications. The program also introduces research
methods, strategies, and reconciliation mechanisms to resolve cyber
conflicts.

Diploma Objectives:

1- Providing specialized scientific research in the field of cyber laws in
the midst of modern and rapid technological developments.

2- Preparing qualified specialized employees for the labor market in a
very difficult field such as the field of cybersecurity law.

3- Preparing competencies and expertise in the field of reconciliation in
the cybersecurity law.

Successful implementation of the Diploma may lead to starting a master
program in the same field.

e The Diploma will be executed by the Continuing Education &
Community Service Center.

e Start Date: Jan 2023.
e Duration: One Year (Nine months) 2 semesters:

24 Credit Hours (48 ECTS), 8 Courses (transdisciplinary courses), 4
courses each semester
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No | Course Title Credit | Semester
Hours
1 |Introduction to Social Reconciliation in the 3 1t
middle of conflicts
2 | Introduction to Cybersecurity Law 3 1st
3 | E-Commerce Law 3 1st
4 | Introduction to cybersecurity 3 1t
5 | Cyber Crimes & Cyber Litigation 3 2nd
6 | Rights and liberties in the technology era 3 2nd
7 | Applied phronesis in social sciences 3 2nd
8 | EU Cyber Laws & International Cyber Law 3 2nd

Teaching Methods: Face-to-Face Lecturing, Online lecturing, and
Hybrid classroom.

Each course will include theoretical and practical topics.

Teaching Language: Arabic/English.

Target Groups: Law Graduate, Computer Science Graduate,
Lawyers, Judges, Public civil workers, and NGOs staff.

Admission: Bachelor, B1 level of English language.

Number of students: 15-20 students.
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e Certificate: Professional Diploma Certificate (recognized by UOP
and the MOHE).

e Diploma Topic attached to: Public Law in the faculty of Law.

¢ Diploma Instructors: Academic staff from the faculty of Law, the

faculty of IT, Anti-Cyber Crime Unit staff, and European academic
staff.

® Focus Group: Members from national involved parties and
members of project’s partners.
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This course includes studying constitutional rights and freedoms and defining their scope in
the modern era. It is no secret that the technological revolution has greatly affected these
rights and freedoms, such as the right to privacy, the right to information, freedom of thought
and opinion ... etc. The course also includes a study of modern rights that have emerged

with the emergence of technology, such as the right to be forgotten.
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This course includes an in—depth study of modern crimes related to information technology,
not only the crimes mentioned in the Cybercrime law, but also extends the study to other
crimes, such as communications crimes, intellectual property—-related crimes, and electronic

fraud crimes .... etc.
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This course includes studying the legal procedures for investigating cybercrime, in terms of
how to search for digital evidence and present it to the court, procedures for inspecting
computer equipment, the competent authorities, and the conditions that must be met in the

digital evidence to have the authenticity.
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This module studies electronic commercial Laws. Its focus shall be on, inter alia, the formation
of commercial agreements and requisite formalities relating to the establishment of these
contracts. It also covers the available legal principles for the protection of consumers who

transact online or electronically.
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This course includes a brief study of the various laws that deal with the electronic development,
including, for example, the Communications Law, the Electronic Crimes Law, the Electronic
Government, Electronic Commerce, Cyberspace, and a set of international agreements
governing this regard, whereas it provides the students of this subject with the basics

necessary to study the rest of the Diploma’s subjects in depth.
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